Xiaomi Unlocking Guide (there are links to my tools on a shared drive at the bottom of this guide)

You need to fully bond your account with Xiaomi before trying to unlock your phone and it will take
at least a week from starting to be able to unlock it. When you finish the unlock, after the waiting
time, it will wipe your phone, so please make a backup first off of your phone.
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Go to https://account.xiaomi.com/pass/serviceLogin? or wherever you log in to your account at
Xiaomi account and check your account page

Sign in to your Mi Account

P =)

Create account  Forgot password?

O G
<7
You need to complete each stage on the security page to get 100 points as below

m Mi Account

Security Personal info Accounts & permi... Products Manage devices ﬁfs‘

Security check-up 100 points Your account is secure

el Password

Set a strong password to keep your account secure ghange

= Recovery email e =gl
Use this email address to sign in, reset your password, or change security settings Change

D Recovery phone H
Use this phone number to ‘35.-:”'! in, reset your password, or T".:.'n',"!f securty settings Change

G Security questions
Answer security questions to reset your password Change

&R | = English | FAQ
Xiaomi Inc., All ights reserved - Beijing ICP - 10046444 ﬂ?%:_-‘n‘] Public Security ICP-11010802020134 - Beijing ICP licence No. - 110507
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You can then start the unlock process

You need to press the allow to unlock and action the unlock, you will get this screen on your phone

Thie desice i3 locked
The phons |8 secured

W lock devices to make ware they are secure and
your personal info isnT disclosed to third parties
Iy e 10 evber Fasiboot mode and fNash your
dovaca, you can umlock it

Remember: You won't be able fo use “Find device®
after the phane ks unlocked

1, Make sure you've already inseried & SIM cosd
into your dievice

2, Turn off Wi-F and tun on mobile dois, Moake
s your device can connect 1o the intemet using
riodile data

3. Tap “Add sccount” below to sssociate your Wi
Account with this devica

4, Download 1he wnlack 1o from our websia

Add sccoen| and devion

You need to add your account details exactly as you did when verifying your account or the unlock
will not work, this is very important and you must get your phone bound to your account to
continue.

Either use the online unlock tool or download this version to keep on your PC, both work the same,
you first get the disclaimer to read, agree and move one

Ml Mi Unlock k-3

Disclaimer
ring changes to some parts of the system. These changes may

quality security fea
policies may cause.

Agree Don't Agree

bugs & feedback
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Then sign in with your account exactly as recorded at Xiaomi in the first stage. It will check your
phone permissions and check that it is in Fastboot Mode (That is to reboot the phone and hold the

power button and Volume down button as it boots). Your phone screen will look like the image on
the next slide

mi k SR | signout 4

Phone connected

Unlock will erase user data

")L Attention

Unlock

When you press unlock the app will run and you will see the following screen inviting you to wait for
168 hours (one week) to give you time to think about it.

Il i L < onout &

Couldn't unlock

Please unlock 168 hours later. And do not add your account in MIUI aaain. otherwise you will wait

from scratch

Unlock again

Verifying device

Come back a week later and do the same again and you will see the following picture
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Unlocked successfully

Reboot phone

Verifying device
Unlocking

Done

Press reboot phone, it will wipe and you are now unlocked. The unlock menu on your phone will
now only have one button unlock / lock.

This process does not make your phone any less able to access banking apps or Netflix, it just now
allows the process of flashing your phone.

ROM Flashing

There are several ways to flash your phone, if it is a brand new model, then there may only be
Fastboot ROMs available, this may well be the case on Xiaomi.EU so | will explain this first.

Flashing your Phone from a Fastboot ROM

Locate and download to your PC a ROM package from the above site or try here at mifirm.net that is
a Fastboot ROM. | would suggest that if it asks and this is the first time of flashing a ROM that you
choose a stable version (the weekly or beta versions may not be as stable for a beginner).

The fastboot version will need to be extracted from the downloaded zip file and / or the tgz if it is
that format. You may get a .tar file, so again, extract that to a folder. You need to get it extracted
something like the below pic with each file visible. If you get a crc error while extracting, just ignore
and continue to extract until it looks something like this folder:

Layout Current view Show/hide
ges V11.0.20.C0EBML.. » umi_global images V11.0.2.0.2JBMIXM_20200328.0000.00_10.0_global v | O o Search
) Mame Date modified Type g Size
images 2710372020 19:13 File folder

J flash_gen_resparsecount 27703/2020 19:07 File 243 KB

_| flash_gen_crc_list.py 27/03/2020 PY File T KB

J flash_gen_md3_list.py PY File 2KE

1 flash_all.sh SH File 7KE

jl flash_all_except_storage.sh SH File TKB

| flash_all_lock.sh 5H File 7KB

j misc.bet Text Docurnent | KB

[2] flash_all.bat Windows Batch File B KB

[] flash_all_except_storage bat Windows Batch File G KB

el flash_alldeckbat——— Windows Batch File & KB

J md3zum.xml XML Document g KE

v12-10
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You then need to get your phone in to Fastboot (Power off or reboot, then hold Power and volume
down buttons while it boots).

On your PC, you need to open a command prompt (DOS window) so right click windows logo or
press windows + R and type cmd on the line and press ok in the run box.

! Run 4

Type the name of a prograrn, folder, document, or Internet
resource, and Windows will open it for you.

Open: | m !

0K Cancel Browse..,

And you will get this in my case, yours will show your PC name where mine shows Green Hayes

BN CAWINDOWS\systern32\cmd.exe - O X

W
Next you need to change directory to where your downloaded and extracted files reside, in my case:
C:\Xiaomi\ROMs\xiaomi.eu_multi_MI10Ultra_20.9.3_v12-10

So in the cmd box type cd C:\Xiaomi\ROMs\xiaomi.eu_multi_MI10Ultra_20.9.3 v12-10 (or whatever
yours in in) to cd (change directory) to where the files are, you can paste the line in if you want:
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BN C\WINDOWS\system32\crmd.exe — O >

Isershareen Hay

Wse ay

\xiaomi.eu_multi_M

v

Please make sure you have a copy of the adb files put in to this folder as well. If you need a copy you
can download a small app to install them from here. You can then copy them to your folder.

Note: For one of the Fastboot ROMs for my phone, it was found that the version of fastboot.exe was
different in somehow, so we needed to swap it as it did not flash every part of the ROM. It is up to
you but if you want to use the one | used, here is a link to it. The Fastboot.exe is in the platform tools
folder in your extracted ROM.

You now need to type the command. It may be of several types but it will be the name of a .bat file
but please, never use any that mention lock as this will lock your bootloader after and may brick
your phone it will be like this:

On Xiaomi EU ROMS type: windows_fastboot_first_install_with_data_format.bat

On mifirm ROMs type: flash_all.bat

BN CAWINDOWS\system32\crd.exe — O X
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When you press enter it will run that file and it may or may not ask if you want to continue, press Y
and enter again and it will wipe and flash the phone, it may take a few minutes but its done it should
reboot its self

BN C\WINDOWS system3?emd.exe - windows_fasthoot first ... - O >

W
| can’t show you as mine is already done.

And once rebooted you will get a flashed phone from start, so you will need to put all your details in
and install the backup you made.

Flashing your Phone from TWRP

The other version of ROM is the standard ROM, weekly (Beta) or stable from EU or mifirm.net. The
stable is the last version that is considered to be stable and generated from the original Chinese or
Global stable ROM. The weekly ROM is still generated from the official ROMs but has the weekly
updates added, so it is not classed as fully stable and should be noted as a Beta version but fully
usable.

Before flashing these you need to install a new recovery partition. This currently is TWRP. You can
download your version from here on the EU forum pages or Here and Here for Xiaomi phones if
available.

Put your extracted version in to a folder that has minimal adb fastboot commands in. It should
contain at least these files PLUS your twrp.img file (you may need to rename it if it helps)

» ThisPC » LocalDisk(C) » Xiaomi » TWRP v ') Searc)

£ Mame Date modified Type Size

] twrp.img 18/00/2020 16:00
[5] adb.exe
2] AdbWinApi.dll
[Z] AdbWinUsbApi.di

[#] fastboot.exe

ary || misc.bin
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Connect your phone to your PC and to to fastboot (pw and vol down), open a dos promt as above
(typing cmd in a run box) and change directory to where your TWRP.img is, so in my case

cd c:\Xiaomi\TWRP

BE C\WINDOWS\systern3 omd.exe — O >

"sYGreaen Hayes:cd C:\Xiaomi\T

yes

| €

Then type or copy this

fastboot flash recovery twrp.img

and then press return

BN C\WINDOWS\systern32\cmd.exe - O X
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And then type or paste

fastboot boot twrp.img

BN C\WINDOWS\system32\crd.exe — O *

v

This will reboot you into your newly flashed recovery partition, TWRP recovery

Change languish to English if you need to. If you reboot now before flashing a custom ROM it may
well over write your just flashed TWRP recovery, so it’s best to just reboot it back to recover (now
TWRP) first. If you have a custom ROM already installed, then it is OK to reboot to system straight
away.

If you do over write it, no problem, just flash it when you are ready to install your custom ROM and
do it at the same time.

Flashing your phone from a TWRP version (Xiaomi Weekly, Stable or other custom versions)

Locate and download the ROM you are going to flash from the weekly or stable branch on to your
phone or download to PC and copy the zip files to your phone. It is not advisable to switch from one
branch to another as you WILL have to wipe your phone, so once chosen, best staying in that branch
but it is up to you.

Put your phone in to recovery by pressing reboot and holding down the volume up button, when it
reboots, you will see it has entered TWRP recovery and you may need to put your lock screen
password in and you will come to its main screen.
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CPU:23°C T1:14 PM Battery: 37%+ . CPU: 27 °C 7:22 PM Batle.",'( 8% CPU:35°C 10:30 PM Battery {"1“«-* 3

Team Win Recovery Project Install Zip Install Zip
3.0.0-0 Select File from Internal Storage (11074 MB) 1 of max of 10 Files queued

Install 7 .
(Up A Level) | adding this zip

BETA-Supersi

ElementalX-N6P-0.11.zip
Restore i
ElementalX-N6P-1.05.zip
open_gapps-armb4-6.0-nano-20160108.z Zip signatur

F t after installation is complete

Settings

Add more Zips Clear Zip Queue
Advanced

Select Storage Install Image "<\'=FE’H’HF91

1152 » 2048

Select Install and locate your downloaded zip file and select it, then slide the slider to the right to
install (Flash) the ROM. It will run through the files and stop at the end.

You must now choose the wipe option in TWRP and press format data, not just wipe before reboot
or it may just reboot to TWRP again until you do, especially on the first flashing of any new version
ROM.

CPU:0°C 11:05 AM Battery: 43%+ CPU:0°C 11:05 AM Battery: 43%+

Team Win Recovery Project Wipe
3210 Factory Reset

Install
st of the time th
the only wipe th

Restore Press back button

Settings

Advanced Wipe Format Data
Advanced Reboot

ddg
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You can now reboot system and your newly installed (Flashed) ROM will boot NOT over writing your
own data.

| have various tools for Xiaomi phones, flashing modding etc. on a shared drive here, feel free to
download any or all of them. Happy Flashing.

Tools (whole Folder):

Copy of working fastboot
MiFlash Unlock tool

Mi Flash

Minimal ADB and Fastboot
Mi Phone Assistant

Scrcpy

Tool All In One

Xiaomi PC Suite

XMT2 for Windows

Xiaomi ADB Fastboot Tools
There are many guides around, this is mine, images are a mix of mine and web, so thank you to any
owners of them.
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